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ABSTRACT

Watermark for diffusion models is crucial for content traceability,
but existing methods are vulnerable to regeneration attacks. These
attacks, which add noise and then regenerate the image, effectively
erase watermarks by removing unnatural pixel perturbations. To ad-
dress this, we propose DrawMark, a novel and robust generative
watermarking framework. Instead of embedding the watermark di-
rectly into the image or latent space, DrawMark injects the water-
mark into the predicted noise of the U-Net via our noise-steering
adapters (NSAs). This approach deeply couples the watermark with
the natural components of the image without altering the original
model. Furthermore, we introduce an optimal timestep selection
strategy that adaptively injects the watermark based on the conver-
gence state of the solver, perfectly balancing robustness and fidelity.
Extensive experiments demonstrate that DrawMark achieves state-
of-the-art (SOTA) robustness against a wide range of attacks, espe-
cially regeneration attacks, while maintaining high image quality.

Index Terms— Digital watermark, diffusion models, regenera-
tion attacks, predicted noise

1. INTRODUCTION

With the rapid advancement of generative artificial intelligence,
technologies represented by diffusion models have been widely ap-
plied in domains such as content creation and image editing due to
their exceptional image generation capabilities [1, 2, 3]. However,
the widespread dissemination of high-quality generated images has
also raised severe concerns regarding content authenticity, copyright
ownership, and the potential for misuse [4]. In this context, digi-
tal watermark [5, 6, 7], as an implicit identification technique, has
emerged as a core solution for provenance tracking. However, tradi-
tional post-hoc watermarks, applied after generation, can be easily
escaped. This highlights the urgent need for generative watermarks
that are injected into the image generation process.

Existing watermark methods for diffusion models can be cat-
egorized into three classes based on the embedding stage: 1) Pre-
diffusion watermark, where the watermark is embedded into the
training data or initial noise [8, 9, 10, 11]. The primary limitation
of this approach is that the watermarked image is visually incon-
sistent with the original image. 2) Post-diffusion watermark, which
adds the watermark after image generation by fine-tuning the VAE
decoder or applying traditional post-hoc watermarking methods
[12, 13, 14, 15]. This approach decouples the watermark from the
generation process, rendering it less robust. 3) In-diffusion wa-
termark, which injects the watermark during the reverse denoising
process of the diffusion model [16]. In contrast to the former two

* Corresponding author

approaches, this method deeply fuses the watermark with the gener-
ative textures of the image, thus generally achieving higher fidelity
and attack resistance. The method proposed in this paper falls into
the third category.

Although the generative watermark shows great promise, recent
studies have revealed a targeted threat, regeneration attacks [17],
which poses a formidable challenge to existing methods. An at-
tacker needs only inject a small amount of Gaussian noise into the
latent representation and then use the generative model to regenerate
the watermarked image, which can significantly attenuate the water-
mark signal. The underlying principle of such attacks is to elimi-
nate unnatural pixel perturbations, while most watermarks directly
optimize image pixels to ensure visual imperceptibility. Although
embedding watermarks into the latent space is considered a viable
direction for enhancing robustness against regeneration attacks, cur-
rent explorations often face challenges such as degradation in visual
quality, complex training, and sensitivity to Gaussian noise [18, 19].

To overcome these challenges, we propose DrawMark, a novel
and robust generative watermarking framework. Unlike directly em-
bedding the watermark into a fixed latent representation, our core
idea is to inject the watermark information into the predicted noise of
the U-Net, which serves as the denoising backbone of diffusion mod-
els. Specifically, we design a set of noise-steering adapters (NSAs)
that, without altering the weights of the pre-trained diffusion model,
dynamically modulate the intermediate feature maps in the decoder
of the U-Net to carry the watermark information. This modulation
strategy effectively integrates the watermark signal into the natural
components of the image, such as its colors and semantics. The
watermark-bearing noise prediction then guides the denoising pro-
cess, implicitly encoding the watermark into the latent representa-
tion of the generated image. Furthermore, to achieve an optimal
balance between robustness and image fidelity, we propose an op-
timal timestep selection strategy. This strategy dynamically deter-
mines the candidate timesteps for watermark injection based on the
convergence state of the denoising process, avoiding detrimental em-
bedding during the noise-dominated early stages or ineffective em-
bedding during the detail-solidified final stages. Ultimately, the wa-
termark can be efficiently extracted from the generated image using
a dedicated watermark decoder. In summary, the main contributions
of this paper are as follows:

• We propose DrawMark, a novel generative watermarking
framework. By introducing noise-steering adapters (NSAs),
the framework embeds watermark information into the pre-
dicted noise of U-Net, which can be end-to-end trained to
ensure robustness against regeneration attacks.

• We introduce an optimal timestep selection strategy based on
the convergence state of the solver, which adaptively deter-
mines the optimal stage for watermark injection.
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Fig. 1: The overview of DrawMark pipeline, which is composed of three main parts: a pre-trained stable diffusion with fixed parameters,
trainable NSAs and watermark decoder. The whole pipeline is trained end-to-end with a composite loss function.

• Extensive experiments demonstrate that our proposed Draw-
Mark exhibits superior robustness against a wide range of
common attacks and regeneration attacks, while maintaining
high image fidelity.

2. METHOD

2.1. Denoising Diffusion Model

The denoising diffusion model (DDM) learns the data distribution
p(z) by inverting a Markov chain of length T [1]. The forward pro-
cess gradually adds Gaussian noise to a sample z0 ∼ p(z):

zt =
√

1− βtzt−1 +
√

βtϵ, (1)

where ϵ ∼ N (0, I) and βt is the scheduled variance at step t. By
defining αt = 1 − βt and the cumulative product ᾱt =

∏t
s=1 αs,

the forward process can be reparameterized as:

zt =
√
ᾱtz0 +

√
1− ᾱtϵ. (2)

Then, the DDM optimizes a neural network ϵθ (zt, t, τ(y)),
which is based on the U-Net, to estimate the noise ϵ. According
to (2), given the noisy latent zt and the embedding τ(y) of the
conditional information y, an estimate of the clean latent ẑ0 can be
recovered at any step t:

ẑt0 =
zt −

√
1− ᾱtϵθ (zt, t, τ(y))√

ᾱt
. (3)

Prior studies have shown that the U-Net in diffusion models
plays an essential role in the denoising process, with backbone
features capturing low-frequency components and skip features pre-
serving high-frequency components. Specifically, low-frequency
components define the global structure and characteristics of the
image, while high-frequency components preserve fine details such
as edges and textures. Since regeneration attacks primarily work by
eliminating unnatural pixel perturbations that fall outside the gener-
ative manifolds, DrawMark is designed to embed the watermark into
the predicted noise ϵθ ∼ N (0, I) via backbone features, enabling
robust watermark propagation through the denoising process.

2.2. Architecture of DrawMark

The pipeline of our proposed method, DrawMark, is illustrated in
Fig. 1. It augments a pre-trained diffusion model with a set of NSAs
A = {A1,A2,A3,A4} and a watermark decoder Dw. During train-
ing, for a given cover image Ico, it is first encoded into a latent rep-
resentation zco by the VAE encoder E . A random timestep t is sam-
pled, and the corresponding noisy latent zt is produced. The U-Net
then processes zt to predict the noise. At this stage, our NSAs A
inject a watermark message by modulating the intermediate feature
maps F = {F1, F2, F3, F4} in the U-Net decoder. The resulting
watermarked latent ẑt0,w is then decoded into a watermarked image
Iw by the VAE decoder D. Finally, the watermark decoder Dw is
trained to recover the message from Iw. A key advantage of this de-
sign is that only the NSAs and the watermark decoder are trainable.
The pre-trained diffusion model remains frozen, ensuring its origi-
nal generative capabilities are preserved while significantly reducing
training costs.

2.2.1. Noise-Steering Adapter

The core function of the NSA is to transform the original noise pre-
diction ϵθ of U-Net into a watermark-aware prediction ϵϑ. Each
adapter is composed of several “Conv-GN-ReLU” blocks for fea-
ture transformation and a SE block to enhance the representational
capacity for watermark information. To stabilize training and mini-
mize the initial impact on image fidelity, we initialize the final layer
of each adapter as a zero convolution.

In operation, the NSA takes an intermediate feature map Fi from
the U-Net decoder and a watermark message m ∈ {0, 1}k as input
to produce a residual feature map δi:

δi = Ai(m,Fi), i ∈ {1, 2, 3, 4}. (4)

This residual is then added to the original feature map: F̂i =
Fi+δi. The U-Net then continues its forward pass using these modi-
fied features, ultimately outputting the watermarked noise prediction
ϵϑ. Finally, the watermarked latent ẑt0,w is obtained by applying a
single-step reverse process according to (3).

13458

Authorized licensed use limited to: HUNAN UNIVERSITY. Downloaded on August 29,2026 at 09:01:31 UTC from IEEE Xplore.  Restrictions apply. 



2.2.2. Watermark Decoder

The watermark decoder Dw is designed to robustly extract the em-
bedded watermark from a watermarked latent, even after it has un-
dergone various distortions. Its architecture comprises a “Conv-GN-
ReLU” block, followed by three “Res-Block” that perform progres-
sive downsampling, a 1 × 1 convolutional layer, and two fully con-
nected layers to output the final k-bit watermark vector.

2.3. Loss Functions

To achieve a balance among watermark robustness, image fi-
delity, and generative performance, we formulate composite loss
functions. First, to maintain visual similarity between the cover
image Ico and the watermarked image Iw, we employ an im-
age distortion loss LI = ∥Ico − Iw∥22 and a perceptual loss
LLPIPS = LPIPS(Ico, Iw).

Second, for accurate watermark recovery, we define a watermark
loss LM using the mean squared error between the original message
m and the extracted message m′: LM = ∥m−m′∥22.

Finally, to preserve the original denoising behavior of the dif-
fusion model, we introduce a noise prediction loss Lϵ. This loss is
weighted to ensure that the watermark primarily influences the de-
noising trajectory at later stages (smaller t), where the single-step
estimation of z0 is more accurate. We use a sigmoid function for
this weighting: Lϵ = σ

(
t−µ
β

)
∥ϵ− ϵϑ (zt, t, τ(y))∥22.

The entire network is trained end-to-end using the following to-
tal loss:

Ltotal = λILI + λLPIPSLLPIPS + λMLM + λϵLϵ, (5)

where λI , λLPIPS , λM , and λϵ are the weight of the loss functions.

2.4. Optimal Timestep Selection

The choice of when to embed the watermark during the reverse diffu-
sion process is critical. Injecting the watermark should not compro-
mise the generative quality or robustness of the watermark. We an-
alyze this trade-off using the signal-to-noise ratio (SNR) at timestep
t, derived from (2):

SNR(t) =
E
[
∥
√
ᾱtz0∥22

]
E
[
∥
√
1− ᾱtϵ∥

2

2

] =
ᾱt

1− ᾱt
. (6)

The SNR(t) decreases monotonically as t increases from 0 to
T . This means that although watermark embedding is easier at early
stages (larger t), it is also more likely to be removed during subse-
quent denoising steps and interfere with the generation path, causing
visual inconsistencies between the watermarked image and the orig-
inal image. In contrast, at later steps, the image quality improves,
but watermark embedding becomes more difficult and less robust.

To strike a balance, we propose embedding the watermark only
when the denoising process has reached a stable phase. We adopt a
convergence criterion based on the residual of the first-order solver
[20] for the optimal timestep selection:

rt−1 = ∥zt−1 − atzt − btϵθ(zt, t, τ(y))− ct−1ξt−1∥22 , (7)

where at, bt and ct are coefficients determined by the specific sam-
pling algorithm, and ξt is the noise vectors sampled from the stan-
dard Gaussian distribution. We consider the process to have reached
a stable convergence point when this residual falls below a dynamic

threshold γ2g2(t)d, where γ is a tolerance hyperparameter, g(t) is
the diffusion coefficient function, and d is the data dimension. We
denote the timestep where this condition is first met as the optimal
timestep t∗. Our strategy is to activate watermark injection only for
timesteps t ≤ t∗, effectively balancing visual fidelity with water-
mark robustness.

3. EXPERIMENTS

3.1. Experiment Setup

3.1.1. Implementation Details

We employ Stable Diffusion-v2.1 as the backbone generative model
for image generation. For watermark training, 10,000 images are
sampled from the DiffusionDB dataset [21]. For evaluation, we ran-
domly select 5,000 prompts from MS-COCO 2017 [22] and LAION-
Aesthetics [23]. The proposed DrawMark is trained with a batch size
of 1 using the AdamW optimizer with a learning rate of 5 × 10−4

for 10 epochs. All experiments are conducted on a single NVIDIA
RTX 5090 GPU. The loss weights are set to λI = 1, λLPIPS = 1,
λM = 20, and λϵ = 2. These values were empirically determined
to balance the competing objectives of watermark robustness and
image fidelity. The parameters of noise prediction loss, µ = 200
and β = 100, regulate the sigmoid weighting function, ensuring that
the influence of the watermark is concentrated in the later and more
stable stages of the denoising process. During image generation, the
convergence tolerance for our optimal timestep selection is set to
γ = 0.05. We adopt the DDIM scheduler with 50 sampling steps
and a 7.5 guidance scale for Stable Diffusion.

3.1.2. Watermark Baselines

To comprehensively evaluate the performance of DrawMark, we
compare it against four representative baselines: StegaStamp [6], a
classic post-hoc watermarking method; and three recent SOTA gen-
erative watermarking methods, Stable Signature [12], LaWa [13],
and LW [18]. To ensure a fair comparison, we evaluate DrawMark
with both 48-bit and 64-bit watermarks, aligning with the capacities
of the baseline methods.

3.1.3. Evaluation Metrics

We assess two primary aspects: image fidelity and watermark ro-
bustness. Fidelity is measured using PSNR and SSIM. Robustness
is quantified by bit accuracy under a suite of challenging attacks.
These attacks include common image distortions such as brightness
(distortion factor 0.1), contrast (distortion factor 0.1), JPEG com-
pression (quality factor 10), and Gaussian noise (standard deviation
1.0), which are significantly more challenging than existing studies.
More critically, we test against powerful regeneration attacks as rec-
ommended by [17], including two VAE-based compression attacks
(VAE-BMSHJ and VAE-Cheng) and a diffusion-based regeneration
attack (40 denoising steps).

3.2. Main Results

Table 1 presents a comprehensive comparison of DrawMark against
the baseline methods. The results unequivocally demonstrate that
DrawMark achieves a superior trade-off between image fidelity and
watermarking robustness.

Comparison of Imperceptibility. In terms of image visual
quality, 48-bit DrawMark achieves the highest image quality, with
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Table 1: The results on image quality and watermark robustness for previous methods and ours. Numbers in parentheses are the watermark
lengths. The best results are in bold, and the second best are underlined.

Method PSNR (db) SSIM Bit Accuracy
None Brightness Contrast JPEG Gau. noise VAE-B VAE-C Diffusion Avg.

S.Signa. (48) 29.77 0.86 0.967 0.531 0.490 0.638 0.525 0.621 0.668 0.511 0.619
LaWa (48) 31.02 0.88 0.992 0.990 0.942 0.780 0.597 0.826 0.833 0.794 0.844

S.Stamp (64) 28.47 0.92 0.981 0.952 0.831 0.917 0.764 0.952 0.968 0.884 0.906
LW (64) 30.19 0.93 0.991 0.984 0.973 0.922 0.721 0.968 0.971 0.977 0.938
Ours (48) 31.64 0.94 0.997 0.988 0.982 0.951 0.987 0.972 0.977 0.975 0.979
Ours (64) 30.26 0.93 0.994 0.989 0.987 0.955 0.983 0.975 0.979 0.974 0.980

Original 
Generation

DrawMark 
Generation Residual ×10

PSNR: 32.76 db

PSNR: 34.94 db

Fig. 2: Visualization examples of the proposed DrawMark.

PSNR of 31.64 and SSIM of 0.94, surpassing all baseline methods.
Notably, even with a longer 64-bit watermark, DrawMark maintains
a competitive PSNR of 30.26 and SSIM of 0.93, which is compa-
rable to the best-performing baseline, underscoring our method’s
ability to embed substantial information with minimal impact on
visual quality. In addition, Fig. 2 shows visual examples of two
images generated with original and watermark.

Comparison of Robustness. DrawMark demonstrates excep-
tional robustness, consistently surpassing all baselines across diverse
attack scenarios. While all methods perform well on clean images,
the robustness of existing baselines deteriorates markedly under
attacks. For example, under the challenging Gaussian noise attack,
most methods become ineffective, whereas DrawMark maintains
near-perfect bit accuracy. More importantly, DrawMark shows
remarkable resilience against regeneration attacks. In contrast to
Stable Signature and LaWa, which suffer dramatic performance
collapse under diffusion-based regeneration, DrawMark preserves
high bit accuracy. These results strongly validate our core hypoth-
esis: embedding the watermark into the predicted noise tightly
integrates it with the generative fabric of the image, making removal
extremely difficult without fundamentally altering image content.
It is also noteworthy that although LW demonstrates robustness
against regeneration attacks, it relies on a complex three-stage
training pipeline and exhibits pronounced vulnerability to Gaussian
noise. Overall, these findings highlight that DrawMark substan-
tially enhances robustness against a wide spectrum of attacks while
maintaining competitive image fidelity.

3.3. Ablation Study

To validate our architectural design, we conducted an ablation study
on the placement of NSAs within the U-Net. The U-Net architec-

Table 2: Ablation study on the placement of NSAs. We evaluate the
bit accuracy of 64-bit watermark on clean images.

Mode NSAs Placement Bit Accuracy ↑

1 Layers 1–4 (Encoder) 0.738
2 Layers 5–8 (Decoder, Ours) 0.993
3 Layers 1-8 (Encoder and Decoder) 0.502
4 Layers 1, 2, 7, 8 (Outer) 0.493
5 Layers 3–6 (Inner) 0.499
6 Layers 7–8 (Final Decoder) 0.505

ture comprises eight sequential blocks, with blocks 1–4 forming the
encoder and blocks 5–8 forming the decoder. We tested six distinct
placement strategies, summarized in Table 2, and evaluated them in
terms of bit accuracy on clean images with 64-bit watermark, to de-
termine the optimal location for watermark injection.

The results clearly indicate that the placement of NSAs is crit-
ical for successful watermark embedding. The only two effective
configurations are injecting the watermark exclusively into the en-
coder layers (Mode 1) or exclusively into the decoder layers (Mode
2). Notably, our proposed strategy of placing NSAs in the decoder
layers achieves near perfect bit accuracy (0.993), significantly out-
performing the encoder-only approach (0.738). This finding sug-
gests that modulating the decoder features, which are responsible
for refining low-frequency components such as structure, color, and
semantic features, is essential for robustly embedding the watermark
throughout the denoising process.

4. CONCLUSION

In this paper, we introduce DrawMark, a novel and robust water-
marking framework for diffusion models that effectively defends
against regeneration attacks. Our core innovation is embedding the
watermark into the predicted noise of U-Net via NSAs, a strategy
that deeply integrates the watermark with the generative process
without altering the original model. To further enhance perfor-
mance, we propose an optimal timestep selection strategy that
adaptively injects the watermark based on the convergence state
of the solver, ensuring a superior balance between robustness and
image fidelity. Extensive experiments demonstrate that DrawMark
sets a new SOTA, outperforming existing methods in both image
quality and robustness, especially against challenging regeneration
attacks. Our ablation studies further validate our design choices,
confirming the critical role of decoder-level feature modulation for
effective watermarking. Future work will extend DrawMark to other
modalities like video, and theoretical robustness guarantees against
stronger and adaptive attacks.
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